Title

European network of Cybersecurity centres and competence Hub for innovation
and Operations

Acronym ECHO

Number 830943

Type of instrument Research and Innovation Action
Topic SU-ICT-03-2018

Starting date 01/02/2019

Duration 48

Website www.echonetwork.eu

D2.2 ECHO MULTI-SECTOR ASSESSMENT

FRAMEWORK

Work package

WP2 Multi-sector Needs Analysis

Lead author

Marco PAPPALARDO (CIRM)

Contributors

Riccardo Delpopolo Carciopolo, Gabriella Trombino (CIRM), Mascia Toussaint
(ENQ), Barbara Angelucci, Consuelo Colabuono, Raffella Condoleo (RHEA),
Nikolai Stoianov (BDI), Maria Vittoria Marabello (EXP), Kirsi Aaltola (LAU),
Raniero Rapone (AON), Daniele Cristofori (ZP), Giuseppe Chechile (FC), Jari
Rasanen (LAU), Kristine Hovhannisyan, Andrew Roberts (TUT), Alessandro
Cantelli-Forti (LCU), Oleg llliashenko (KHAI), Todor Tagarev (IICT).

Peer reviewers

Matteo MERIALDO (RHEA), Tiago NOGUEIRA (VISIONSPACE), Barbara
ANGELUCCI, Maria Vittoria MARABELLO (EXPRIVIA).

Version V2.4
Due date 18/06/2020
Submissiondate 18/06/2020

Dissemination level

X | PU: Public

CO: Confidential, only for members of the consortium (including the Commission)

EU-RES.Classified Information: RESTREINT UE (Commission Decision 2005/444/EC)

EU-CON. Classified Information: CONFIDENTIEL UE (Commission Decision 2005/444/EC)

EU-SEC. Classified Information: SECRET UE (Commission Decision 2005/444/EC)

x ko The work described in this document has been conducted within the ECHO project. This
* hx project has received funding by the European Union’s Horizon 2020 research and innovation

e programme under grant agreement No. 830943




Project Number: 830943
E C H D2.2ECHO Multi-sector Assessment Framework

Version history

Revision | Date Editor Comments

0.1 02/07/2019 Marco Pappalardo (CIRM) Draft ToC and initial assignment of
contributions

0.1 08/07/2019 Marco Pappalardo (CIRM) Changing contributions. ENQ from 4.1.1
to 4.5.3 and 4.5.7.

0.2 30/07/2019 Marco Pappalardo (CIRM) Added contributions to Section 2.2

0.3 19/08/2019 Marco Pappalardo (CIRM) Updated ToC

0.4 21/09/2019 Marco Pappalardo (CIRM) Added contributions from Section 2.3 to
254

0.5 9/10/2019 Marco Pappalardo (CIRM) Added contributions to Section 4.3.2

0.6 17/10/2019 Marco Pappalardo (CIRM) Added contributions to Sections from 3.1
to 3.4

0.7 30/10/2019 Marco Pappalardo (CIRM) Added contributions to Sections from 4.1
t0 4.3

0.8 04/11/2019 Marco Pappalardo (CIRM) Adjusted the references styles

0.9 08/11/2019 Marco Pappalardo (CIRM) Added contribution to Section 3.5

1.0 12/11/2019 Marco Pappalardo (CIRM) Revised section 4. Finalization.

2.0 31/05/2020 Marco Pappalardo (CIRM) Moved and improved section 4 to section

5. Added the new section 4. Full revision
and alignment of the document with
updated goals and timelines. Partially
edited section 3.5.

2.1 10/06/2020 Tiago Nogueira (VisionSpace) QA checks. Format and textcorrections.
2.2 12/06/2020 Marco Pappalardo (CIRM) Minor updates after QA.
2.3 15/06/2020 Harri Ruoslahti (LAU) Full check of cross references after QA.
2.4 18/06/2020 Matteo Merialdo (RHEA) Final checks and document closed
List of contributors
The list of contributors to this deliverable are presented in the following table:
Section | Author(s)
All CIRM
2 RHEA, ENQ, LAU, AON, EXP, FC, Z&P
3 RHEA, AON, EXP, FC, NAU KHAI, Z&P
4 CIRM
5 RHEA, BDI, IICT
6 CIRM
Keywords

E-MAF, ECHO MULTI-SECTOR ASSESSMENT FRAMEWORK, FRAMEWORK, RISK ASSESSMENT, RISK
MANAGEMENT, TRANSVERSAL, INTER-SECTOR, MULTI-SECTOR, MULTI-TIER, LAYER,
TECHNOLOGICAL, CHALLENGES AND OPPORTUNITIES, ROADMAPS.

Disclaimer

This document contains information which is proprietary to the ECHO consortium. Neither this document nor
the information contained herein shall be used, duplicated or communicated by any means to any third party,
in whole or parts, except with the prior written consent of the ECHO consortium.

The information in this document is provided “as is”, and no guarantee or warranty is given that the information
is fit for any particular purpose. The above referenced consortium members shall have no liability for damages

www.echonetwork.eu - @ECHOcybersec page 2 of 237



Project Number: 830943
E C H D2.2ECHO Multi-sector Assessment Framework

of any kind including without limitation direct, special, indirect, or consequential damages that may result from
the use of these materials subject to any liability which is mandatory due to applicable law.
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Executive summary

A key objective of the ECHO project is to develop and demonstrate a comprehensive ECHO Multi-sector
Assessment Framework (E-MAF, previously E-MSAF, see Introduction), providing the means to analyse
transversal and inter-sectoral challenges and opportunities and supporting the development of cybersecurity
technology roadmaps. This report describes the outcomes of analysis and design activities leading to the
architectural design of ECHO Multi-sector Assessment Framework.

This objective is implemented in activity T2.2 (Derivation of ECHO Multi-sector Assessment Framework) that
will develop and adopt the Multi-sector Assessment Framework. The E-MAF aims to provide a structured
method for multi-dimensional analysis and development of management processes for cybersecurity risks; it
will also provide:

e leveraging to guide actions and provide confidence on program and actions taken;
e help to benchmark initiatives;
e an effective cybersecurity educational portfolio and training programmes;

e a shared definition of the transversal and cross-sectoral skills and qualifications needed by cyber-
security actors.

While providing the outcomes listed above, T2.2 activities refer to several fundamental sources like:
e Contents and analyses from task T2.1 StoryLines and Use Cases;
e Frameworks, Standards and Regulations currently used by key actors in the observed sectors;
e Existing frameworks/practices adopted by organisations within and outside the ECHO ecosystem;
e Other EU funded projects focused on similar goals.
This report describes the methodologies involved in the definition of the E-MAF architectural design:
e Risk Assessment (RA) and Risk Management (RM) methodologies;
e Methodology to analyse existing Cybersecurity Frameworks in the inspected domains;
e Methodology for the design and implementation of E-MAF.

This architectural design takes into consideration the needs/requirements from typical threats, vulnerabilities,
affected assets and countermeasures in the domain under inspection as well as on inter-sector and transversal
needs, challenges and opportunities. It sets the foundation for an implementation which focuses on all of them.
The development methodology is based on a continuous iteration-based process, enabling a tight collaboration
between several tasks of WP2.

The envisaged framework will mix a new methodology based on the introduced logical and architectural
models together with aspects inspired by standardized methodologies for Risk Assessment (see Section 5)
and scoring that can be tailored to the specific requirements to E-MAF. As part of T2.2, this deliverable reports
on the analysis of challenges and opportunities derived from sector-specific use cases and contributes to the
on-going development of the ECHO Risk Assessment Framework (M18 official release of first prototype), and
the ECHO Risk Management Framework, later. The latter will finally evolve in a three-tiered Multi-sector
Cybersecurity Framework (the E-MAF).

While presenting the work done, the focus of this document is on horizontal technologies and cybersecurity in
selected critical sectors, as well as addressing inter-sector dependencies and transversal security aspects.
This is a living document, delivered at the early stages of the project, in order to provide information to related
key tasks in WP2 and built constructive synergies between several different ECHO activities. This deliverable
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provides a snapshot of the methodology and architectural design for the implementation of the multi-sector
assessment framework. Subsequent stages of validating and iterating the framework will be pursued actively
and these results will be documented in related tasks such as the inter-sector technology roadmaps (WP4),
Early Warning System (WP5), Federated Cyber Range (WP6) and finally the demonstration cases (WP8).

The structure of the document is in line with its scope, i.e. to deliver the methodology and the foreseen
outcomes of the first iteration for the E-MAF.

This deliverable (D2.2 v.2.4) is an updated of the former D2.2 v.1 subsequently to the Review and the request
for resubmission. The whole document has been aligned with the new timeframes and with the work done on
architecture in the last months. Major changes occurred in the following sections:

Section 4: new section dealing with assessment of methodologies/framework used in EU funded
projects;

Section 5 (former section 4): new 5.3 section added, other sections (5.1, 5.2, 5.4, 5.6 respectively
former 4.1, 4.2, 4.3, 4.5) aligned with recent improvements in design and renumbered;

Section 3.5: domain-specific assessment for defence and space improved,;

Section 6: updated.
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1. Introduction

1.1 Purpose and scope of the document

This document presents the architectural design of the ECHO Multi-sector Assessment Framework (E-MAF).
The overall goal of the activity is to foster the development and adoption of a Multi-Sector Assessment
Framework, aiming to provide a structured method for multi-dimensional analysis and development of
management processes for cybersecurity risks, leverage to guide actions and provide confidence on program
and actions taken, help benchmark initiatives, provide an effective cybersecurity educational portfolio and
training programmes, provide a shared definition of the transversal and cross-sectoral skills and qualifications
needed by cyber-security actors. The framework employs a standardised methodology for risk assessment
and scoring that can be tailored to the specific requirements as identified for the ECHO MAF making the
framework “certifiable and assurable” (cit. [GA]).

Because of the demanding activities in the project which are very eagerly waiting for a first prototype of the E-
MAF, a choice was made in order to provide a highly modular architecture which enables development cycles.

The E-MAF we refer to in these pages is the same Assessment Framework whose name was abbreviated by
“E-MSAF” in the Grant Agreement (where “MS” was a short form for “Multi-sector"). Being for us “multi-sector”
a single word indicating a very complex meaning and wanting to make the acronym pronunciation easier, from
now on the ECHO Multi-sector Assessment Framework will be shortly indicated (in this document and
in all the following ones) as “E-MAF”.

1.1.1 Improvements after the first project review

After the first project review (November 2019), the following reviewers' comments were received. As general
comment it was stated that the "Use Cases are sufficient to demonstrate the usefulness of the overall
approach/model. They are indicative per sector, which is enough for the scope of the project at the moment.
If these Use Cases prove and justify the correctness of the whole model (Governance, Cyber Challenges, Risk
Assessment, Certification, EWS and FCR) then in practice every case (as much detailed as possible) could
be used in the future.". From the first version of this document, it was stated that UseCases will be the validation
bench for E-MAF. As described in Section 5, they are used since the first (development) iteration cycle. They
will feed (and validate) the prototypes and results will be used both to improve the E-MAF itself and to provide
useful information to other tasks and WPs in the project (see Section 5.2).

Another general comment has been: "Previous work based on other EU projects must be taken into
consideration and build upon this. For example there are already several ‘Risk Assessment and Management’
models, and methodologies that can be found in ENISAs’ repository and also proposed by various EU Projects
(e.g. CYSM, MEDUSA, MITIGATE)". The models and methodologies in ENISA's repository were already
analyzed in the first version of this deliverable where it was already stated that some of them had been
assessed and others discarded (see Section 2.5 and Table 4). The new Section 4 assesses three different
sources:

o the other 3 pilots projects funded in 2018 Horizon 2020 cybersecurity call “Establishing and operating
a pilot for a European Cybersecurity Competence Network and developing a common European
Cybersecurity Research & Innovation Roadmap" (see Section 4.2).

e other EU funded projects (Section 4.3). Among these, there will be: CYSM (Section 4.3.1), MEDUSA
(see Section 4.3.2), MITIGATE (Section 4.3.3) and a number of other projects (Section 4.3.4).
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Moreover, "The new proposed ECHO methodology should be assessed against the existing ones and explain
the advancements”. This architectural document reads that E-MAF takes inspiration from a list of strength
points from the assessed solutions.

The expectation is that "At the end, the ECHO project must be able to demonstrate the ‘added value' on the
already existing similar risk assessment methodologies and tools". This is the final goal of T2.2 which will be
clearly discussed in D2.11 (M45) together with the assessment of the methodology discussed above.

As D2.2 specific comments, the reviewers requested that D2.2 be revised before the following review meeting.
The comment reads as follows:

"The elements that needed revision are:
1. Multi-sector framework (T2.2.): Explain the who/why/what of the framework.
2. ltis not clear in what format Figure 14 will be delivered. How will future users be able to use this
framework? What is the tool? What is the methodology?
3. Also take into account the electronic communications networks infrastructure parameters (e.g. network
failure, etc.)."
The points 1 and 2 in the list are addressed in Section 5 (especially in Sections 5.1, 5.2, 5.3, and 5.4), point 3

in Section 5.3 since taxonomies and security controls will take into consideration communication networks.

1.2 Structure of the document

e Section 2 summarizes the assessment of Risk Management (RM) and Assessment Methodologies
(RA) and Frameworks with the focus on providing a comparative analysis able to evaluate their
suitability to play the role of a starting block for the E-MAF.

e Section 3 describes the analysis of existing Cyber Security Framework adopted in the sectors of
interest (health care, energy, maritime, defense and space) and summarizes the outcomes with
respect to the goals of this Architectural Design Document by highlighting inter-sectoral and
transversal challenges and opportunities.

e Section 4 assesses a number of current and completed projects funded by EU; these projects focus
on similar goals than T2.2 or provide outcomes that T2.2 should monitor, replicate or integrate into
T2.2. The section will start by analysing the other 3 pilots projects funded in 2018 Horizon 2020
cybersecurity call “Establishing and operating a pilot for a European Cybersecurity Competence
Network and developing a common European Cybersecurity Research & Innovation Roadmap".
Assessment will then move to other EU funded projects dealing with cyber-risk assessment and
management as well as other cybersecurity issues.

e Section 5 depicts the methodology outlined to produce the Architectural Design of the E-MAF and
introduces the abovementioned design implementation by describing all the elements foreseen for the
final implementation of E-MAF (tiers, layers, modules). In order to achieve this, it presents the
architectural design and the underlying logical model of E-MAF and the roadmap for its
implementation. This section also describes the ECHO Taxonomy, Vocabulary, and Semantics. It also
describes the architectural design of the E-MAF, its logical model and implementation, the E-MAF
taxonomy and vocabulary, the roadmap for the E-MAF implementation.

Section 6 concludes the document by summarizing the main findings and way ahead.
Annexes includes
o T2.2 Framework and Methodologies Analysis Questionnaires limited to useful methodologies.

1.3 Relation to other work in the project

Within the scope of the ECHO project, the E-MAF is an important asset related to many elements and activities
in ECHO on a twofold manner. In fact, from one side the E-MAF takes as inputs several contributions and, for
this reason, closely follows fundamental activities (as T2.1, T2.3, T2.4, T2.5, see below and Section 5 for
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deeper

details). On the other side, it provides its outcomes as input to a long list of tasks and WPs. As an

example, the ECHO consortium is prepared to include additional technology roadmaps developed in WP4 as
may be identified through the application of the ECHO Multi-sector Assessment Framework.

In order to detail the contribution of E-MAF in the project, it can be pointed out that E-MAF builds on information
related to:

Transversal aspects produced by the detailed analysis of transversal cybersecurity challenges that
appear prevalent independent of the industrial sector and identify common challenges and
opportunities (T2.3).

Technological challenges and opportunities provided by the application of the technology-based
approach to ensure inter-sector cybersecurity and which raises both opportunities and challenges
(T2.4).

Multi-sector dependencies from analysis of inter-sector cybersecurity challenges on multiple sectors
(T2.5).

StoryLines and UseCases to use to provide results on its adoption in the domains of interest (T2.1).

Likewise, E-MAF’s outputs feed into ECHO research in several ways:

the E-MAF output is used in the Governance Model definition activities (WP3);

the E-MAF output is an input to the analysis of transversal technical cybersecurity leading to a shared
vision on the current and emerging technical cybersecurity challenges for the definition and the
implementation of Inter-sector Technology Roadmaps (WP4);

the E-MAF feeds the activities of EWS Research, Development and Implementation (T5.2);.

the E-MAF contributes to FCR (the Federated Cyber Range) Research, Development and
Implementation (T6.2);.

Moreover, the outputs produced by E-MAF application will be the input and will improve whole project
outcomes in terms of:

Transversal aspects by fostering the transversal cybersecurity challenges and opportunities
definition through the enhancement of detailed analysis process applied to prevalent transversal
cybersecurity challenges (T2.3).

Technology challenges and opportunities to enhance activities ensuring inter-sector cybersecurity
methodologies and improve outcomes of its application (T2.4).

Multi-sector dependencies by feeding and enhancing analysis of inter-sector cybersecurity
challenges prevalent and touch on multiple sectors (T2.5).

Cyberskills by providing key information to develop learning-outcome based competence framework
for professionals in the cyber security domain (T2.6).

Cybersecurity certification scheme by fostering the matching of the diverse needs of sector specific
and inter-sector issues in the development of the E-CCS (T2.7)

1.4 Applicable and reference documents

The following documents contain requirements applicable to the generation of this document:

Document Title | Document Reference | Version

[GA]

[PH]
[PQP]

Grant Agreement 830943 - 1.0 02/04/2019
— ECHO

D1.1 Project Handbook ECHO_D1.1 v1.41 141 02/05/2019
D1.3 Project Quality Plan = ECHO_D1.3_v1.1 1.1 31/05/2019

www.echonetwork.eu - @ECHOcybersec page 14 of 237



ECH::

The following documents have been consulted for the generation of this document:

(1]

(2]
(3]

(4]

(5]

(6]

(7]

(8]

&

(10]

(11]

(12]

Project Number: 830943

D2.2ECHO Multi-sector Assessment Framework

Table 1: Applicable documents

Document Title

ECHO Deliverable D2.1 -
SECTOR SCENARIOS AND
USE CASE ANALYSIS

ECHO Deliverable D2.3 -
Transversal Cybersecurity
Challenges and Opportunities
ECHO Deliverable D2.4 -
Inter-sector Technology
Challenges and Opportunities
ECHO Deliverable D2.5 -
Multi-sector Requirements
Analysis and Definition of
Demonstration Cases

ECHO Deliverable D2.6 -
Derivation of ECHO
Cyberskills Framework and
Related Trainings

ECHO Deliverable D2.7 -

Derivation of ECHO
Cybersecurity Certification
Scheme

Yalcin, Nursel & Kilig, Berker.
(2019). Information Security
Risk Management and Risk
Assessment Methodology and
Tools.

Agrawaln (2015) A
Comparative Study on
Information  Security Risk
Analysis Methods

lonita, Hartel, Pieters
Wieringa (2014) Current

established risk assessment
methodologies and tools.

Austrian IT Security Handbook

CORAS

CRAMM (CCTA Risk Analysis
and Management Method)

www.echonetwork.eu - @ECHOcybersec

| Document Reference

https://www.researchgate.
net/publication/33017026
4 _Information_Security R
isk_Management_and_RIi
sk_Assessment_Methodo
logy_and_Tools
http://www.jcomputers.us/
vol12/jcp1201-06.pdf

https://www.researchgate.
net/publication/30888738
7_Current_Established_R
isk_Assessment_Method
ologies_and_Tools
https://www.enisa.europa.
eu/topics/threat-risk-
management/risk-
management/current-
risk/risk-management-
inventory/rm-ra-
methods/m_au_it_securit
y_handbook.html
http://heim.ifi.uio.no/~ketil
s/coras/index.htm
http://coras.sourceforge.n
et
https://www.enisa.europa.
eu/topics/threat-risk-
management/risk-
management/current-
risk/risk-management-

1.0

1.0

1.0

1.0

1.0

1.0

2.2

31/10/2019

31/10/2019

31/10/2019

31/10/2019

31/01/2021

31/01/2021

10/2019

30/12/2015

2014

11/2004

N/A

2003

page 15 of 237



ECH::

[13]

(14]

[15]

(16]
[17]

(18]

[19]

(20]

[21]

(22]

[23]

(24]

Dutch A&K Analysis

ISAMM

1ISO27001:2013

ISO/IEC 27005:2018
ISO/IEC 27008:2019

1SO31000:2010

1SO31000:2018

MAGERIT

Marion

MEHARI

MIGRA

NIST SP800-30

www.echonetwork.eu - @ECHOcybersec

Project Number: 830943

D2.2ECHO Multi-sector Assessment Framework

inventory/rm-ra-
methods/m_cramm.html
https://www.enisa.europa. @ 1.01
eu/topics/threat-risk-
management/risk-
management/current-
risk/risk-management-
inventory/rm-ra-
methods/m_dutch_ak_an
alysis.html
https://www.enisa.europa. = N/A
eu/topics/threat-risk-
management/risk-
management/current-
risk/risk-management-
inventory/rm-ra-
methods/m_isamm.htmi
https://www.iso.org/isoiec
-27001-information-
security.html
https://www.iso.org/stand = 3
ard/75281.html
https://www.iso.org/stand
ard/67397.html
https://www.iso.org/iso-
31000-risk-
management.html
https://www.iso.org/iso-
31000-risk-
management.html
https://administracionelect =3
ronica.gob.es/pae_Home/
pae_Documentacion/pae
_Metodolog/pae_Magerit.
html?idioma=en
https://www.enisa.europa. | N/A
eu/topics/threat-risk-
management/risk-
management/current-
risk/risk-management-
inventory/rm-ra-
methods/m_marion.html
http://meharipedia.x10hos
t.com/wp/download-
mehari-2010/on-line-
documents/
https://www.enisa.europa. | 2.1
eu/topics/threat-risk-
management/risk-
management/current-
risk/risk-management-
inventory/rm-ra-
methods/m_migra.html
https://nvipubs.nist.gov/ni = R1
stpubs/Legacy/SP/nistspe
cialpublication800-
30rl.pdf

07/1996

N/A

2013

2018
2019

2010

2018

10/2012

1998

09/2006

09/2012

page 16 of 237


https://www.enisa.europa.eu/topics/threat-risk-management/risk-management/current-risk/risk-management-inventory/rm-ra-methods/m_dutch_ak_analysis.html
https://www.enisa.europa.eu/topics/threat-risk-management/risk-management/current-risk/risk-management-inventory/rm-ra-methods/m_dutch_ak_analysis.html
https://www.enisa.europa.eu/topics/threat-risk-management/risk-management/current-risk/risk-management-inventory/rm-ra-methods/m_dutch_ak_analysis.html
https://www.enisa.europa.eu/topics/threat-risk-management/risk-management/current-risk/risk-management-inventory/rm-ra-methods/m_dutch_ak_analysis.html
https://www.enisa.europa.eu/topics/threat-risk-management/risk-management/current-risk/risk-management-inventory/rm-ra-methods/m_dutch_ak_analysis.html
https://www.enisa.europa.eu/topics/threat-risk-management/risk-management/current-risk/risk-management-inventory/rm-ra-methods/m_dutch_ak_analysis.html
https://www.enisa.europa.eu/topics/threat-risk-management/risk-management/current-risk/risk-management-inventory/rm-ra-methods/m_dutch_ak_analysis.html
https://www.enisa.europa.eu/topics/threat-risk-management/risk-management/current-risk/risk-management-inventory/rm-ra-methods/m_dutch_ak_analysis.html

ECH::

[25]

(26]

[27]

(28]

[29]

(30]
[31]
(32]

[33]

(34]

[35]

(36]

[37]

(38]

[39]

(40]

NIST 800-37 Guide for
Applying the Risk
Management Framework to
Federal Information Systems
NIST SP 800-82

NIST Cyber Security
Framework - “Framework for
Improving Critical

Infrastructure Cybersecurity”
“Managing Information
Security Risks: The OCTAVE
Approach”, C.J. Alberts and
A.J. Dorofee, Addison-Wesley
Pub Co

The Operationally  Critical
Threat, Asset, and
Vulnerability Evaluation
(OCTAVE) methodology
TOGAF Risk Assessment
(based on FAIR)

Risk Taxonomy Standard (O-
RT)
Harmonized
Assessment
Integrating Risk and Security
within a TOGAF® Enterprise
Architecture

“Risk Management:
Multiservice Tactics,
Techniques, and Procedures
for Risk Management”, Air
Land Sea Application Center,
FM 3-100.12, MCRP 5-12.1C,
NTTP 5-03.5, AFTTP(I) 3-2.30
“Air Force Pamphlet 90-902”,
“Operational Risk
Management (ORM)
Guidelines and Tools

Federal Office for Information
Security (BSI). “IT Baseline
Protection Manual”

“The Vulnerability
Assessment and Mitigation
Methodology”, P.S. Antén et
al., RAND National Defense
Research Institute, MR-1601-
DARPA

Common Criteria framework

Threat Risk

Operationally Critical Threat,

Asset, and  Vulnerability
Evaluation (OCTAVE)
Framework

Christopher J. Alberts; Audrey
J. Dorofee; James F. Stevens;
Carol Woody; Introduction to

www.echonetwork.eu - @ECHOcybersec

Project Number: 830943

D2.2ECHO Multi-sector Assessment Framework

https://csrc.nist.gov/public | R2
ations/detail/sp/800-
37/rev-2/final

https://csrc.nist.gov/public
ations/detail/sp/800-
82/rev-2/final
https://www.nist.gov/cybe | 1.1
rframework/framework

http://www.cert.org/octave = 1
/

http://www.cert.org/octave | 2
/

https://publications.openg = 9.2
roup.org/c182
https://publications.openg | 2.0
roup.org/c13k
https://www.h-tra.ca N/A

https://publications.openg
roup.org/g152

http://www.bsi.de/gshb/en
glish/etc/index.htm

https://www.rand.org/pub
s/monograph_reports/MR
1601.html

https://www.commoncriter
iaportal.org
https://resources.sei.cmu. | 1.0
edu/library/asset-
view.cfm?assetid=13473

https://resources.sei.cmu.
edu/library/asset-
view.cfm?assetid=51546

REV 2

12/2018

05/2015

04/2018

09/09/2002

05//2007

16/04/2018

18/10/2013

N/A

01/04/2019

02/2001

12/2000

10/2003

2004

09/1999

08/2003

page 17 of 237


https://publications.opengroup.org/c182
https://publications.opengroup.org/c182
https://publications.opengroup.org/c13k
https://publications.opengroup.org/c13k
https://publications.opengroup.org/g152
https://publications.opengroup.org/g152
https://www.commoncriteriaportal.org/
https://www.commoncriteriaportal.org/
https://resources.sei.cmu.edu/library/author.cfm?authorID=4973
https://resources.sei.cmu.edu/library/author.cfm?authorID=4693
https://resources.sei.cmu.edu/library/author.cfm?authorID=4693
https://resources.sei.cmu.edu/library/author.cfm?authorID=3893
https://resources.sei.cmu.edu/library/author.cfm?authorID=3747

ECH::

[41]

[42]

[43]

[44]

[45]

[46]

[47]

(48]

[49]

[50]

[51]

[52]

[53]

(54]

the OCTAVE Approach.
Pittsburgh, PA:  Software
Engineering Institute,

Carnegie Mellon University.
Richard A. Caralli; James F.
Stevens; Lisa R. Young;
William R. Wilson; Introducing
OCTAVE Allegro: Improving
the Information Security Risk
Assessment Process
(CMU/SEI-2007-TR-012,
ESC-TR-2007-012).
Pittsburgh, PA:  Software
Engineering Institute,
Carnegie Mellon University.
HIMSS Cybersecurity Survey

HITRUST CSF

CIS 20 Controls

COBIT framework

Guidelines on  high-level

recommendations on maritime
cyber risk management

Cyber security resilience
management for ships and
mobile offshore units in
operation

IEC 62443 (ISO 62443-3-3
System security requirements)
HEALTHCARE SECTOR
REPORT Cyber security for
the healthcare sector
Cybersecurity Report issued
by the High Level Advisory
Group of the EC Scientific
Advice Mechanism

European Cybersecurity
Centres of Expertise Map,
JRC Technical Report,
Definitions and Taxonomy
Tabansky, L. (2011). Basic
Concepts in Cyber Warfare.
Military and Strategic Studies
3 (1): 75-92.

Wiener, N. (1948).
Cybernetics or